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PROPERTY: LMA 5401

PROPERTY CYBER AND DATA EXCLUSION

1 Notwithstanding any provision to the contrary within this Policy or any endorsement
thereto this Policy excludes any:

1.1 Cyber Loss;

1.2 loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly
caused by, contributed to by, resulting from, arising out of or in connection with any loss
of use, reduction in functionality, repair, replacement, restoration or reproduction of any
Data, including any amount pertaining to the value of such Data;

regardless of any other cause or event contributing concurrently or in any other sequence
thereto.

2 In the event any portion of this endorsement is found to be invalid or unenforceable,
the remainder shall remain in full force and effect.

3 This endorsement supersedes and, if in conflict with any other wording in the Policy or
any endorsement thereto having a bearing on Cyber Loss or Data, replaces that wording.

Definitions

4 Cyber Loss means any loss, damage, liability, claim, cost or expense of whatsoever
nature directly or indirectly caused by, contributed to by, resulting from, arising out of or
in connection with any Cyber Act or Cyber Incident including, but not limited to, any action
taken in controlling, preventing, suppressing or remediating any Cyber Act or Cyber
Incident.

5 Cyber Act means an unauthorised, malicious or criminal act or series of related
unauthorised, malicious or criminal acts, regardless of time and place, or the threat or
hoax thereof involving access to, processing of, use of or operation of any Computer
System.

6 Cyber Incident means:

6.1 any error or omission or series of related errors or omissions involving access to,
processing of, use of or operation of any Computer System; or

6.2 any partial or total unavailability or failure or series of related partial or total
unavailability or failures to access, process, use or operate any Computer System.

7 Computer System means:

7.1 any computer, hardware, software, communications system, electronic device
(including, but not limited to, smart phone, laptop, tablet, wearable device), server, cloud
or microcontroller including any similar system or any configuration of the
aforementioned and including any associated input, output, data storage device,
networking equipment or back up facility,

owned or operated by the Insured or any other party.

8 Data means information, facts, concepts, code or any other information of any kind that
is recorded or transmitted in a form to be used, accessed, processed, transmitted or
stored by a Computer System.

LMAS5401

11 November 2019
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Sanction Clause.

Sanction Limitation and Exclusion Clause — LMA 3100
(amended)

No (re)insurer shall be deemed to provide cover and no
(re)insurer shall be liable to pay any claim or

provide any benefit hereunder to the extent that the provision of
such cover, payment of such claim or

provision of such benefit would expose that (re)insurer to any
sanction, prohibition or restriction under

United Nations resolutions or the trade or economic sanctions,
laws or regulations of the European

Union, or United States of America (provided that this does not
violate current EU and/or German Law).
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WAR EXCLUSION CLAUSE

This (re)insurance does not apply to any liability, loss, damage, cost or expense of
whatsoever nature based upon, arising out of or allegedly arising out of, caused by or
contributed to, by or resulting from, or related to (whether directly or indirectly):
(i) the Ukraine — Russia conflict which commenced on February 24, 2022
and/or

(ii) any operations, risks, activities, events or other matters of any Insured
within the territory of, and/or in relation to (including but not limited to
imports and exports of products or the provision of services), Ukraine,
Russia or Belarus,

All other terms, definitions, conditions and exclusions of this Policy remain unchanged



DIN NITIAY VIX'AY D'TNI'A D'NIN

719 701 071700 NINNNYI D'ANINY ,0'NINY NI9'OIIW NXTA DD0MI INXIN
IN UNN NO'PY IX MW ARXIND 271 IX [TAINT 10N AN ,N0'™I9N
17077 NIWMTR IN7ANI DX 77 NIXXIONN

N2 NIDNDN A0 721 NN NITIAY YIXA Iwno” nina nimay "namn.1
NI'W9 IX 1'70N wim'wa IN/1,N173 UKD WIN'Y IR DIN NIYXARA NN IR
IN NN IR/ D72 R wIN'Y IR DIN NIYXARY D'YXIAND JIRTI A0 790
JIXIXD "X DN'YON YD win'y

NLIANN XN NIYXIANN NITIAYN MNK DINNA" DIN2 NITIAY "NIyXIan X7 .2
DNXQ NUIANN M¥N?7 YIN NLVIARN MY NIYXIANN NITAyal 97 02ixnn
NT 70112 011917 DRNNA X7X 10" P77 Yann

[72 72 D XTH7 W' mwn /727 IX 0Y|72p MV Nivxian NITvn nTNa.3
'NANX NI L"DINa NI 7710 ,MImay NX yxan WX nawn |72 IX

N7W DINQ NITIAY NIYXIAN X7 D XTH7 IT'RPON WWR (MRINRN" |'707) Inyon
.07 7002 WmN? oknna

NUY1 NLIANN DYLN 'RINKN 1"0' DINQ NITIAYN VIXA N7'nn Dva4
7w o172 210 o0 DT DYMIN NENN XTI DIN2 NITIAVN YIXAY Tvimn
DI'X TWUNK ,0'VIAR D'¥9N TWUXRD ,0IN] NITIAYN vix oipnn fon 10 ningY
.77 'M%22 noyna 101D ,NTTN? D'INY

"(UX NOIX" |707) WX NOIXD WNW' AWK DTN NIN' NLVIANN DYVN 'RINKRND .5
N101 D'RYNIN D'P'7TN DNNIND YAD%7 DMRNN QD 'WYARY TINAN
Q'PYUNT N MK WURN N9IX 7Y TTY2a0 IT'RON .0INa NITIAYN YIXYA Dign
yIX'an yin17 n717vn nINE'nn 7w 1% T 21v971 Dina NImavn yixaa 7y
2IMKD DINA NITIAYN

DINYT TV VI¥'2 N7'NNN 700 DINQ NITIAYA VIX'A DR 2D URD NoIY .6
NnNIPn 73 Dipna NN X7 D X117 N 2y nrro nx? nipT 30 NiNoY
JINp N

yI297 217y 11 Y AT 701 o1'p 'X D N0IANY? Nt nam o0 Yon jyn? .7

AT NIV NO'Y719 ' v IMIFPT

'NINX 7'0YN7 ART 7'W7 AmRn yIx7 winTn yT'n DK NVIanY? 'k ox .8
7y 7192 NP971 DINQ NITIAYN 'w¥an DX NININY ' ITRONY NIN'La
Jvix2






AN WA , D901 DPAMIN
VAW ,NIO"7IDN *KRINA DA PN
"NIRAN NIO 219N

IARYIN [TAUXR ;2N YR NOY 2D =

WA ,DTAVA , A T NO' D =
N'WIXZR NIFVANI

NIO"72[9N AN =

0°%2 o' 37mMman op1on
- (91949)

-



Forms a part of Policy No: MINYIN TR, 2NN WR 1 N2y

This endorsement modifies insurance provided by the Policy:

COMMUNICABLE DISEASE ENDORSEMENT

(For use on property policies)

1. This policy, subject to all applicable terms, conditions and exclusions, covers losses attributable
to direct physical loss or physical damage occurring during the period of insurance. Consequently
and notwithstanding any other provision of this policy to the contrary, this policy does not insure
any loss, damage, claim, cost, expense or other sum, directly or indirectly arising out of,
attributable to, or occurring concurrently or in any sequence with a Communicable Disease or the
fear or threat (whether actual or perceived) of a Communicable Disease.

2. For the purposes of this endorsement, loss, damage, claim, cost, expense or other sum,
includes, but is not limited to, any cost to clean-up, detoxify, remove, monitor or test: 2.1. for a
Communicable Disease, or

2.2. any property insured hereunder that is affected by such Communicable Disease.

3. As used herein, a Communicable Disease means any disease which can be transmitted by means
of any substance or agent from any organism to another organism where: 3.1. the substance or
agent includes, but is not limited to, a virus, bacterium, parasite or other organism or any variation
thereof, whether deemed living or not, and

3.2. the method of transmission, whether direct or indirect, includes but is not limited to, airborne
transmission, bodily fluid transmission, transmission from or to any surface or object, solid, liquid or
gas or between organisms, and

3.3. the disease, substance or agent can cause or threaten damage to human health or human
welfare or can cause or threaten damage to, deterioration of, loss of value of, marketability of or
loss of use of property insured hereunder.

4. This endorsement applies to all coverage extensions, additional coverages, exceptions to any
exclusion and other coverage grant(s).

All other terms, conditions and exclusions of the policy remain the same.

LMA5393

25 March 2020
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COMMUNICABLE DISEASE EXCLUSION (PROPERTY TREATY REINSURANCE) LMA5394

1. Notwithstanding any provision to the contrary within this reinsurance agreement, this
reinsurance agreement excludes any loss, damage, liability, claim, cost or expense of whatsoever nature,
directly or indirectly caused by, contributed to by, resulting from, arising out of, or in connection with a
Communicable Disease or the fear or threat (whether actual or perceived) of a Communicable Disease
regardless of any other cause or event contributing concurrently or in any other sequence thereto.

2. As used herein, a Communicable Disease means any disease which can be transmitted by means
of any substance or agent from any organism to another organism where:

1. the substance or agent includes, but is not limited to, a virus, bacterium, parasite or other
organism or any variation thereof, whether deemed living or not, and

2. the method of transmission, whether direct or indirect, includes but is not limited to, airborne
transmission, bodily fluid transmission, transmission from or to any surface or object, solid, liquid or gas
or between organisms, and

3. the disease, substance or agent can cause or threaten damage to human health or human
welfare or can cause or threaten damage to, deterioration of, loss of value of, marketability Of or loss of
use of property.
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PROPERTY CYBER AND DATA EXCLUSION

Notwithstanding any provision to the contrary within this Policy or any endorsement thereto
this Policy excludes any:

1.1 Cyber Loss;

1.2 loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly
caused by, contributed to by, resulting from, arising out of or in connection with any
loss of use, reduction in functionality, repair, replacement, restoration or reproduction
of any Data, including any amount pertaining to the value of such Data;

regardless of any other cause or event contributing concurrently or in any other sequence
thereto.

In the event any portion of this endorsement is found to be invalid or unenforceable, the
remainder shall remain in full force and effect.

This endorsement supersedes and, if in conflict with any other wording in the Policy or any
endorsement thereto having a bearing on Cyber Loss or Data, replaces that wording.

Definitions

Cyber Loss means any loss, damage, liability, claim, cost or expense of whatsoever nature
directly or indirectly caused by, contributed to by, resulting from, arising out of or in
connection with any Cyber Act or Cyber Incident including, but not limited to, any action
taken in controlling, preventing, suppressing or remediating any Cyber Act or Cyber Incident.

Cyber Act means an unauthorised, malicious or criminal act or series of related unauthorised,
malicious or criminal acts, regardless of time and place, or the threat or hoax thereof
involving access to, processing of, use of or operation of any Computer System.

Cyber Incident means:

6.1 any error or omission or series of related errors or omissions involving access to,
processing of, use of or operation of any Computer System; or

6.2 any partial or total unavailability or failure or series of related partial or total
unavailability or failures to access, process, use or operate any Computer System.

Computer System means:

7.1 any computer, hardware, software, communications system, electronic device
(including, but not limited to, smart phone, laptop, tablet, wearable device), server,
cloud or microcontroller including any similar system or any configuration of the
aforementioned and including any associated input, output, data storage device,
networking equipment or back up facility,

owned or operated by the Insured or any other party.

Data means information, facts, concepts, code or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted or stored by
a Computer System.

LMA5401
11 November 2019
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This Agreement shall not apply to the following:

i) Nuclear energy risks in accordance with the Nuclear Energy Risks Exclusion Clause NMA
1975a and

ii) Any other liability, loss, cost or expense of whatsoever nature directly or indirectly
caused by, resulting from, arising out of or in connection with nuclear reaction, nuclear
radiation or radioactive contamination regardless of any other cause contributing
concurrently or in any other sequence to the loss, save where such liability, loss, cost or
expense arises under insurances or reinsurances expressly exempted from NMA 1975a in
respect of which the Insurer has specifically granted cover.
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SANCTION LIMITATION AND EXCLUSION CLAUSE

The Insurer and /or Reinsurer shall not be deemed to provide cover and shall not be
liable to pay any claim or liability or provide any benefit hereunder to the extent that
the provision of such cover, payment of such claim or provision of such benefit would
expose that Insurer and /or Reinsurer to any sanction, prohibition or restriction under
United Nations resolutions or the trade or economic sanctions, laws or regulations of
the European Union, United Kingdom, Germany, Switzerland or United States of
America.

LMA3100 (Amended)
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Territory Exclusion (Russia, Ukraine, Belarus Swiss Re specified territory Exclusion Clause
316980

Notwithstanding anything to the contrary herein, all Specified Territory Exposure, whether
direct or indirect, is excluded. The term Specified Territory Exposure includes but is not
limited to any activity, transaction, legal proceedings, operation, entity, subsidiary,
headquarters, branch, products, good, property, asset, services in a Specified Territory or, as
applicable, delivered to, located in, originating in, transitioning from, to or through a
Specified Territory, as well as any person ordinarily resident in a Specified Territory, the
government of a Specified Territory as well as any entity owned or controlled by an entity in
a Specified Territory including, without limitation, affiliates outside of a Specified Territory.
Specified Territory means The Republic of Belarus, Ukraine, and/or The Russian Federation
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CYBER EXCLUSION CLAUSE - (CASUALTY TREATY)

1 Notwithstanding any provision to the contrary within this Reinsurance Agreement or any
endorsement thereto this Reinsurance Agreement excludes any CYBER LOSS regardless of any
other cause or event contributing concurrently or in any other sequence thereto.

2 Any loss, damage, liability, claim, cost, expense of whatsoever nature directly or indirectly
caused by, contributed to by, resulting from, arising out of or in connection with any loss of
use, reduction in functionality, repair, replacement, restoration or reproduction of any DATA,
including any amount pertaining to the value of such DATA shall not be recoverable hereunder,
nor be considered as physical loss or damage for the purposes of this exclusion or any other
part of this Reinsurance Agreement.

3 If the Reinsurers allege that by reason of this exclusion any CYBER LOSS sustained by the
Reinsured is not covered by this Reinsurance Agreement, the burden of proving the contrary
shall fall to the Reinsured.

Definitions

4 CYBER LOSS means any loss, damage, liability, claim, cost or expense of whatsoever nature
directly or indirectly caused by, contributed to by, resulting from, arising out of or in
connection with any CYBER ACT or CYBER INCIDENT including, but not limited to, any action
taken in controlling, preventing, suppressing or remediating any CYBER ACT or CYBER
INCIDENT.

5 CYBER ACT means an unauthorised, malicious or criminal act or series of related unauthorised,
malicious or criminal acts, regardless of time and place, or the threat or hoax thereof involving
access to, processing of, use of or operation of any COMPUTER SYSTEM.

6 CYBER INCIDENT means:

a. any error or omission or series of related errors or omissions involving access to,
processing of, use of or operation of any COMPUTER SYSTEM; or
b. any partial or total unavailability or failure or series of related partial or total

unavailability or failures to access, process, use or operate any COMPUTER SYSTEM.

7 COMPUTER SYSTEM means any computer, hardware, software, communications system,
electronic device (including, but not limited to, smart phone, laptop, tablet, wearable device),
server, cloud or microcontroller including any similar system or any configuration of the
aforementioned and including any associated input, output, DATA storage device, networking
equipment or back up facility.

8 DATA means information, facts, concepts, code or any other information of any kind that is
recorded or transmitted in a form to be used, accessed, processed, transmitted or stored by a
COMPUTER SYSTEM.

LMA5458

5 November 2020
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PERFLUORINATED COMPOUNDS, PERFLUOROALKYL AND
POLYFLUOROALKYLSUBSTANCES (PFAS) EXCLUSION

1.

Notwithstanding any provision to the contrary within this reinsurance agreement, this reinsurance
agreement excludes any claim for actual or alleged loss, liability, damage, compensation, injury,
sickness, disease, death, medical payment, defence cost, cost, expense or any other amount,
directly or indirectly and regardless of any other cause contributing concurrently or in any
sequence, originating from, caused by, arising out of, contributed to by, resulting from, or
otherwise in connection with any PFAS.

. For the purposes of this Exclusion, loss, liability, damage, compensation, injury, sickness, disease,

death, medical payment, defence cost, cost, expense, claim or suit of any sort, or any other
amount, includes, but is not limited to, any cost to clean-up, detoxify, remove, monitor, contain, test
for or in any way report, respond to or assess the effect of any PFAS.

If the reinsurer alleges that this Exclusion applies to any claim under this reinsurance agreement,
the burden of proving the contrary shall be upon the reinsured.

. PFAS means any member of the class of fluorinated organic chemicals containing at least one

fully fluorinated carbon atom, including but not limited to: a. its presence or use in any alloys, by-
products, precursors, derivatives, additives, daughter chemicals, compounds, or waste that
includes or is derived from such chemicals or substances; orb. any good, product or material that:
i) has the same or substantially the same chemical formulary as PFAS; or

i) has a similar formulation, or structure as PFAS.
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War, terror Insurance clause (v 15.11.2023):

Notwithstanding any provision to the contrary within this insurance agreement or any
endorsement thereto, this insurance agreement does not cover any liability, loss or costs
directly or indirectly caused by and/or resulting from and/or in any way connected with
one or more of the following events: war, invasion, act of foreign enemy, hostilities or
warlike operations (whether war be declared or not), civil war, acts of sabotage and
terrorism, revolt, insurrection or military, or usurped power, rebellion, mutiny, revolution,
confiscation, military regime or the state of siege or any events which determine the
proclamation or maintenance of martial law or state of siege, destruction by government
or public authority.

"Terrorism" as stated above means - the use of violence for political purposes, including
the use of violence for the purpose of putting the public or any section of the public in fear
by a person or persons acting on behalf of or in connection with any organization hostile
towards the state.

In respect of terrorism occurring within the territory of the State of Israel and/or the
Occupied Territories (Occupied Territories means: Area C as well as Israeli settlements and
I.D.F. bases / outposts in Area B and “the zones” as they are defined in the
implementation of the Peace Treaty between the State of Israel and the Hashemite
Kingdom of Jordan Act - 1995. For the sake of avoidance of doubt, Area A is not included
under the term "Occupied Territory") only an explicit confirmation of the Israeli police or
of the Ministry of Defense or of the manager of the Property Tax and Compensation fund
as defined by the law of property Tax and compensation fund 1961 including all its
amendments, confirming that the loss was caused directly by an act of terrorism, shall
serve as cause for repudiation of a claim for terrorism loss under this exclusion.
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